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ABSTRACT

THREE RESEARCH ESSAYS ON PROPENSITY TO
DISCLOSE MEDICAL INFORMATION THROUGH FORMAL
AND SOCIAL INFORMATION TECHNOLOGIES

by

Wachiraporn Arunothong

The University of Wisconsin-Milwaukee, 2014
Under the Supervision of Dr. Derek Nazareth

This dissertation, which is comprised of three essays, examined disclosure
propensity of healthcare providers from the US and Thailand and disclosure of personal

health problems of healthcare consumers in social media context.

Essay 1: A Deterrence Approach in Medical Data Misuse among Healthcare Providers

Information and communication technology (ICT) have long been available for
use in health care. With the potential to improve the quality, safety, and efficiency of
health care, the diffusion of these technologies has steadily increased in the health care
industry. With the adoption of electronic health records, personal electronics devices,
internet connections and social network connections, comes the increased risk of medical
data breaches. Due to the sensitivity of the information involved, and the existence of
laws governing the use of this data, the responsibilities of a healthcare provider after a
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data breach remain a concern. Based on previous breach reports, institutional insiders
were among the leading causes of medical data breaches. The causes were related to
unawareness of institutional information security policies and system misuse. Thus it has
become important to understand how to reduce such behaviors. Previous studies
suggested deterrence theory that relies on security countermeasures can deter individuals’
misuse behaviors by increasing the perceived threat of punishment. Thus our model
posits that security countermeasures decrease medical data misuse through the two
mediators; perceived certainty of sanctions and perceived severity of sanctions. This
model was tested by 176 healthcare providers from different institutions across the US.
The results suggested that perceived severity of sanctions has more effect in reducing
medical data misuse than perceived certainty of sanctions. Hospital information security
policies and HIPAA has stronger effect on perceived severity of sanctions than perceived
certainty of sanctions whereas EHR monitoring and auditing has stronger effect on

perceived certainty of sanctions than perceived severity of sanctions. Results of the study

and implications for the research are discussed.

Essay 2: Propensity to Misuse Medical Data in an International Context — Deterrence and

Cultural Values

As information abuse by healthcare providers is a problem that is faced around
the globe, our study examined the effect of deterrence within two cultures; Asian and
American (Thailand and the US). The reason to compare these two countries is because

the foundation of the structures of the laws and the hospital policies for medical data
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protection of these two countries are similar. Thus others confounding factors are
minimized. In terms of cultural influences, Hofstede’s cultural dimensions that describe
the effects of society's culture on the values to its members are considered as factors that
can have an interaction effect with deterrence. Four Hofstede’s cultural values were used;
individualism-collectivism (IDV); uncertainty avoidance (UAI); power distance (PD);
and long-term orientation (LTO). Also, social norms and morality were included. This
study employed espoused values of Hofstede’s cultural values, since all individuals from
a country will not have identical values. In this study, we examined 1) the effect of
espoused cultural values on deterrence, and 2) the effect of Hofstede’s national cultural
values on deterrence in two different healthcare cultures. Our model was tested by 613
healthcare providers; 437 from Thailand and 176 from the US. The results suggested that
technical countermeasures had stronger effect on certainty and severity perception for
both Thai and US cases, whereas procedural countermeasures had uncertain effect on
sanctions perception for both cultures. The young generation of Thais was found more
individualized and tended to have the same perception on sanctions as the Westerners.
Social norms played an important role in reducing medical data misuse for Thai
providers, whereas moral beliefs were more important for the US providers. Individuals
who espoused different cultural values had different responses on medical data misuse.

Results of the study and implications for the research are discussed.

Essay 3: Intention to self-disclose personal health information in social media context

In recent years social media is quickly becoming a large part of people’s everyday

lives. With the availability of smartphones and tablets, coupled with a slew of apps for
\Y
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these devices, people now have ubiquitous access to social media. Virtual social media
application encourages people to meet, and share information. Health problems represent
one aspect that is shared in a social media context. Benefits and risks of self-disclosure
are two main factors that determine social media users’ intention to share their sensitive
information on social network. This paper integrates social exchange theory, a theory that
focuses on gains and losses of building a relationship, and the social penetration theory, a
theory that explains human’s self-disclosure, to construct the model for investigating self-
disclosure intention on personal health problems of social medial users. In addition, we
included factors that affect self-disclosure intention including ease of use of social media,

social influence, and nature of health problems.

Through an online survey, we examined factors that determine self-posting in
social media account with 374 social media users across the US. The results suggested
that individual and social benefits of self- disclosure outweighed the risks and have
significant effect on self-disclosure intention on personal health problems. The individual
risks and social risks had little negative effect on self-posting about health problems. In
addition, social influence, and social networking experiences were factors that

encouraged social media users to reveal their personal health problems.
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CHAPTER 1

INTRODUCTION

The use of health information technology, particularly at the point of care, has
been shown to improve care, coordination, and quality of health care. Electronic Medical
Records (EMRs) or Electronic Health Records (EHRS) represents a technology that
healthcare organizations have increasingly adopted in an effort to increase effectiveness
and efficacy of healthcare services. A survey conducted in 2012 by the National
Ambulatory Medical Care (NAMCS) showed that about 72% of office-based physicians
used EMR/EHR, representing a 26% increase from the previous year. This is in part
prompted by the enacting of The Affordable Health Care Act that has mandated the use
of EMR/EHR by 2021(Hsiao & Hing 2012). The benefits of using EMR/EHR are clear —
namely in the form of increased access to reliable and up-to-date patient data. These
benefits are experienced by multiple stakeholders, including the patient, the primary care
physician, as well as the organizations that serve the patient. Some concerns about
EMR/EHR adoption include the cost of introduction and operation, productivity dips
while providers initially learn the system, and process losses associated with data

collection and entry, particularly with providers that are used to dictating.

Other concerns with EMR/EHR include the potential for security and privacy
breaches of medical data, facilitated by the easy access to large volumes of patient data —
something that would be far less likely in the case of paper-based medical records.
Breaches of patient medical data are required to be reported to the Department of Health

& Human Services. The breach report for the year 2013 tallied approximately 200
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incidents involving over 7 million patient records. The forms of medical data breaches
varied widely which included 45% from theft of personal devices, 22% from
unauthorized access, 10% from loss of personal devices, and 6% from hackings of
hospital systems (Redspin 2013). Thus the incidents of breaches significantly associate

with EMR/EHR use.

While most of these breaches involve external agents, there is always the
possibility that PHI may be inappropriately accessed, scrutinized, and transmitted by
employees. These would constitute HIPAA violations, but in all likelihood, will not be
reported since institutions are not always aware of their occurrence unless comprehensive
audit trails are incorporated as part of routine practice. The use of other personal
technologies may exacerbate this situation. In the SANS report on October 2013
Inaugural Health Care Survey (sponsored by Redspin), a study conducted at a hospital
starting its “Bring Your Own Device” program. The program encourages employees to
use their own devices to connect with the hospital EHRs, thereby opening up the
organization to HIPAA violations in case of device loss or theft. A number of additional
forms of medical data breaches have been reported. These concerns included 83% from
lost or stolen mobile devices, 37% from lack of employee security awareness about
mobile use policies, 73 % from insecure or unprotected endpoints, 67% from corrupt or
malicious applications e.g. mobile malware, 48% from insecure Wi-Fi use and 46% from

insecure web browsing (Redspin 2013).

Furthermore, in a technology-centered world, it is likely that convenience may
often trump legality, e.g. downloading to personal devices, and sharing information

online which may facilitate individual performance, but may be of dubious legality.
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Reports about online patient health information breaches are beginning to surface, all
around the world. More investigation about breaches that related to personal devices use
of health care providers and sharing medical data online for patients care purpose is

needed.

Although there are concerns about insiders and breaches of PHI, to our
knowledge, there is no study that examines healthcare providers’ intention regarding
medical data misuse which could help a health policy maker, a medical and nursing
training institution, or hospital executives answer these concerns. This research comprises
three related studies about medical information misuse and disclosure. In the first study,
we examine healthcare providers including physicians, registered nurses, medical
students, and nursing students’ attitude regarding these concerns. We apply deterrence
theory, which has previously been used to examine employees’ intentions about
information system misuse. Deterrence theory has also been used to examine information
misuse in financial organizations. We assume that medical data, which contains sensitive
information of patients, should be protected, and not subject to misuse by healthcare

providers.

As health information security is a universal problem, examining this problem in
a different part of the world will shed the light on how cultural values influence
healthcare providers’ decision regarding medical data misuse. In our second study, we
examine the propensity to misuse medical data by healthcare providers from two different
cultures. When comparing the two cultures, several confounding factors may interfere
with results’ interpretation. In order to minimize this problem, countries that have similar

health information security acts and policies are selected. In this study, we selected
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Thailand and the US since they employ similar fundamental policies governing private

medical data.

To examine the cultural influence on healthcare providers, we employ Hofstede’s
cultural values and examine the interaction of cultural dimensions on the relationship
between deterrence and medical data misuse propensity. In order to adequately explain
differences between the two contexts, we included social norms and moral beliefs in the
study as these two factors influence employees’ attitude on information security. We also
examine the interaction between Hofstede’s cultural values on a relationship between

social norms and moral belief on medical data misuse propensity.

Cultural values can have effect on people at a group level as cultural influence,
and at an individual level as individually espoused values. In our second study, we

examine both levels of cultural values.

In our third study, in order to see the complete picture of medical data revelation,
we examine health consumers’ side about self-revelation of personal health information.
We elect to examine health consumers who currently use social media because it presents
an individual the opportunity to reveal their personal information in a controlled and
presumably supportive environment. Recently, it is becoming more common to see social
network users post their private information and photos in forums that permit sharing
with their friends, related groups, and the public. We apply social exchange theory and
social penetration theory in this study since it provides a mechanism for users to assess
the relative risks and benefits at the individual and social level when deciding to post to

the network. Therefore, we assume that self-revelation of health problems in social media
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accounts should be based on these two theories as well as other revelation of personal
information. Social exchange theory posits that human relationships are formed based on
costs and benefits of reciprocal interaction among people. Social penetration theory
explains the process of self-disclosure. To sum up, these theories contend that an
individual will gradually reveal his/her private information if he/she sees benefits of

revealing are more than risks.

Beside the risks and benefits of self-posting, we added three more factors that
could determine self-disclosure - ease of use of social network, social influence, and
nature of health problems in our model. These three factors have been previously used in

related studies on people’s intention to self-disclose personal health problems.

An overview of the three essays is presented in the table below.

. Dependent Independent Moderating
Essay Base Theories Variable Variables Variables
Medical data Technical measures
Essay 1 Deterrence . . Procedural measures -
misuse propensity .
Sanctions
Technical measures
. Procedural measures
Essay2 Cu[l)tel}fglr G\)/r;(lzﬁes mils\ﬂgglcz d:;zi i Sanctions Espoused culture
prop y Moral belief
Social norms
Benefits
Essav 3 Social exchange Self-disclosure Risks B
y Social penetration propensity Disclosure media
Medical condition

Table 1.1 Overview of Three Essays

The remainder of the dissertation is organized as follows. In chapters 2, 3 and 4,
we provide the motivation, theoretical foundation, literature review, research model,

hypotheses, methods, and data analysis, summaries, and discussion about implications for
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research and practice for each of the three studies. Chapter 5 ties up the findings across

the three essays.

www.manharaa.com




CHAPTER 2

ESSAY 1: A DETERRENCE APPROACH TO MEDICAL DATA
MISUSE AMONG HEALTHCARE PROVIDERS

2.1 INTRODUCTION

The use of health information technology, particularly at the point of care, has
been shown to improve care, coordination, and quality of health care. Electronic Medical
Records (EMRs) and Electronic Health Records (EHRS) represents a technology that
healthcare organizations have increasingly adopting in an effort to increase effectiveness
and efficacy of healthcare services (Hsiao et al 2012). A survey in 2012 by the National
Ambulatory Medical Care (NAMCS) showed that about 72% of office-based physicians
used EMR/EHR, representing a 26% increase from previous year. This is in part
prompted by the enacting of the Affordable Health Care Act that has mandated the use of
EMR/EHR by 2015 The benefits of using EMR/EHR are clear — namely in the form of
increased access to reliable and up-to-date patient data, for multiple stakeholders,
including the patient, the primary care physician, as well as the organizations that serve
the patient. Some concerns about EMR/EHR adoption include cost of introduction and
operation, productivity dips while providers initially learn the system, and process losses
associated with data collection and entry, particularly with providers that are used to

dictating.

Other concerns include the potential for security and privacy breaches of

protected health information (PHI), facilitated by the ready access to large volumes of
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patient data — something that would be far less likely in the case of paper-based medical
records. Breaches of patient medical data are required to be reported to the Department of
Health & Human Services. The breach report for the year 2013 (Redspin 2013) tallied
approximately 200 incidents involving over 7 million patient records. The forms of
medical data breaches varied widely, including 45% from theft of personal devices, 22%
from unauthorized access, 10% from loss of personal devices, and 6% from hackings of

hospital systems.

While most of these breaches involve external agents, there is always the
possibility that PHI may be inappropriately accessed, scrutinized, and transmitted by
employees. These would constitute HIPAA violations, but in all likelihood, will not be
reported, since institutions are not always aware of their occurrence, unless
comprehensive audit trails are incorporated as part of routine practice. The use of other
personal technologies may exacerbate this situation. In a study at a hospital starting its
“Bring Your Own Device” program (Redspin 2013) that encouraged employees to use
their own devices to connect with the hospital EHRs, a number of additional forms of
medical data breaches were reported. These included 83% from lost or stolen mobile
devices, 37% from lack of employee security awareness about mobile use policies, 73 %
from insecure or unprotected endpoints, 67% from corrupt or malicious applications e.g.

mobile malware, 48% from insecure Wi-Fi use and 46% from insecure web browsing.

Furthermore, in a technology-centered world, it is likely that convenience may
often trump legality, e.g. downloading to personal devices, sharing information online,
may facilitate individual performance, but may be of dubious legality. Reports about

online patient health information breaches are beginning to surface, all around the world.
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A report in The Straits Times (Teng 2013) in Singapore described an incident where a
medical student was suspended after tweeting patient health information. Another report
from Posttoday (2013) described how a hospital was sued because a nurse posted a photo
while working in the Emergency Department (ER) which included a patient’s face in the

background.

Congress passed HIPAA (Health Insurance Portability and Accountability Act of
1996) in order to protect patient’s health information. It establishes national standards for
protecting the privacy and security of health information and defines specific rights for
individuals with respect to their health information. All health care providers are
required to comply with it. Individually identifiable health information that is created or
received by a covered entity qualifies as protected health information is subject to rules
and regulations outlined in HIPAA. Since the passage of HIPAA, health care
organizations nation-wide have to organize, develop and demonstrate its information
security policy and management system on the basis of this regulation. As part of the
American Recoveries and Reinvestment Act of 2009 18long the same lines, Congress
also passed the Health Information Technology for Economic and Clinical Health Act
(HITECH). HITECH makes several modifications to HIPAA including; creating
incentives for developing meaningful use of electronic health records, changing the
liability and responsibilities of business associates, redefining what a breach is, creating
strict notification standards, tightening enforcement, raising the penalties for a violation,
and creating new code and transaction sets (HIPAA 1996, HITECT 2009). Although
HIPAA regulations are fairly rigorous, on a practical basis, if healthcare employees are

not aware of the regulations, health information breaches are likely to occur. This
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behavior is reflected in 4 years of Redspin12 showing that breaches remained unchanged

and 90% of them were due to internal misuse.

Although statistics indicating breaches due to internal misuse are plentiful, studies
that examine the motivation and curbing of these problems are few. This study is part of a
larger set of studies to examine misuse behavior by healthcare providers, and possible

solutions to the problem.

The numbers of PHI breaches that involve internal misuse of hospital security
resources highlight the importance of understanding how institutions can reduce these
behaviors. Previous studies (Blumstein 1978, Straub 1990, Straub & Nance 1990,
Straub& Walke 1998, Nagin & Pogarsky 2001, D’ Arcy et al 2009, Hovac & D’Arcy
2012) suggested using general deterrence theory can help researchers and healthcare
executives understand employees misuse behaviors. In general deterrence theory,
perceived certainty and severity of sanctions can serve as deterrents to violations of
information security. This study will introduce and test a deterrence model that posits
that medical data misuse by healthcare providers will be reduced through security
countermeasures that directly impacts healthcare providers’ perception of the certainty
and severity of sanctions and thus, the perception of sanctions have the impacts on
medical data misuse. The results advance understating whether current security
countermeasures have influence on perception of sanctions and reduce healthcare
providers’ misuse. Also, the results have important implications for the practice of

information security management in healthcare settings.
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2.2 THEORETICAL BACKGROUND

In this section, we review deterrence theory that we used to develop the

theoretical model and hypotheses and review healthcare security countermeasures.

2.2.1 Deterrence Theory

Deterrence is the use of punishment as a threat to deter people from offending.
This theory is rooted in criminology. Three early philosophers who helped develop key
ideas in modern criminological deterrence theory are Hobbes (Hobbes 1950), Beccaria
(Beccaria 1963), and Bentham (Bentham 1948). Their theory relies on three individual
components: severity, certainty, and celerity (swiftness). They believe that the highly
enough severity of punishment, the certainty of punishment and the swiftness of
punishment after committing crimes will make people consider benefits and costs before
committing crimes. Classical philosophers thought that certainty is more effective in
preventing crimes than the severity of punishment (Beccaria 1963, Bentham 1948).
However, for celerity, a recent study by Nagin (2001) found that the effect of celerity was
unclear on the intention to commit a crime. He suggested that celerity should be either
include as a part of severity or certainty of sanctions rather than being evaluated
separately or should be ignored. Therefore because of the unclear effect in our study, we

did not include celerity in our model.

The concept of deterrence has two key assumptions and falls into three categories.
The first assumption is specific punishments that offenders received will deter or prevent
them from committing further crimes. The second assumption is the fear of punishment

will prevent others from committing the same crimes (Summerfield 2006). The three
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distinct categories are: General Deterrence or indirect deterrence, Specific Deterrence,
and Marginal Deterrence (Bedau 1983, Kleck 1988, Shavel 1992). General deterrence
focuses on prevention of crime by making examples of specific offenders. The individual
who receives the punishment is not the focus of the attempt of behavioral change, but the
punishment he or she receives is conveyed to public in the belief that it will deter other
individuals from committing the same crimes in the future (Kleck 1988). Specific
deterrence, on the other hand, focuses on a criminal. The aim of the punishment is to
discourage the criminal from committing future crimes by instilling an understanding of
the consequence. The punishment that a criminal receives will convince him or her not to
repeat further illegal acts (Siegel 2005). Marginal deterrence adopts more of a sliding
scale concept, and dictates that the severity of the punishment should depend on the
severity of the crime, as well as the frequency of the crime. In other words, a criminal
who commits severe crime or commit several crimes should receive harsher punishment.

Marginal deterrence is intended to deter criminals from recidivism (Siegel 2005).

In terms of implication to institutional strategies for reducing information security
misuse, general deterrence theory has been applied successfully to the information
security (IS) environment by Straub and his research partners (Straub, 1990, Straub &
Nance 1990, Straub & Welke 1998). The basic argument in this work is that information
security actions can deter potential computer abusers from committing acts that implicitly
or explicitly violate organizational policy. Building on the model of deterring IS misuse,
it was found that IS misuse can be curbed with a combination of procedural and technical
controls (D'Arcy et al. 2009) including security policy and guideline, security awareness

program and computer monitoring. Straub et al (1998) termed these controls as “deterrent
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countermeasure”. Procedural countermeasures and technical countermeasures are two
main forms of deterrence countermeasures (Hovav & D’Arcy 2012). Procedural
countermeasures include information security policies, guidelines and training programs.
Technical countermeasures include security monitoring and auditing programs (Hovav &

D’Arcy 2012).

Information security policies and guidelines contain detailed guidelines for the
proper and improper use of IS resources (Whitman et al. 2001). Employees are required
to comply with security policies, and provide acknowledgement of IS misuse to increase
the employees’ awareness of the punishments of misuse behaviors (Lee & Lee 2002).
Security awareness program, on the other hand, represent sessions that convey
knowledge about risks in the organizational environment, emphasize actions taken by the
firm including policies and sanctions for violations, and reveal threats to local systems
and their vulnerability to attack (Straub et al. 1998). Effective security awareness training
stresses the two central tenets of general deterrence theory which are certainty of

sanctions and severity of sanctions (Blumstein 1978).

Technical countermeasures include computer monitoring, password access
control, all access login history, all access monitoring, misuse detection and system audit
(Straub et al. 1998). These surveillance activities deter IS misuse by increasing the

perceived chances of detection and punishment for misuse (Straub & Nance 1990).

Despite the strong empirical support in predicting illicit behavior in criminology,
deterrence theory has received mixed support in the IS security among empirical studies.

Hollinger and Clark (1983) studied the deterrence with employee thief with 9,175
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employees from different sectors (i.e., retail organizations, hospitals, and manufacturing
plants). Their study found that the perception of both the certainty and severity of
organizational sanctions had negative association to employee theft. Straub (1990)
applied general deterrence in his study that investigated the direct effects of deterrence
certainty and deterrence severity, as represented by security efforts, dissemination of
information about penalties, and guidelines for acceptable system use and policies for
computer misuse with 1,211 IS personnel. The study found that security countermeasures
that include deterrent administrative procedures and preventive security software will
result in lower computer abuse, thereby supporting the basic tenets of deterrence theory.
A study by Skinner & Fream (1997) investigated the relationship of social learning
including imitation, association, and deterrence on intention to commit computer crime.
The study involved 581 undergraduate students and found that perceived severity of
sanctions had a significant negative effect on computer crime behaviors. Interestingly, the
study found that perceived certainty of sanctions did not have a significant effect on
computer crime. Another study by D’Arcy et al (2009) investigated the relationship of
security policies, education and training, and computer monitoring on IS misuse
intention. It used perceived certainty and severity of sanctions as mediators, and was
conducted using 269 computer-user employees. The study found that perceived severity
of sanctions is more effective in reducing IS misuse than certainty of sanctions. On the
other hand, a study by Herath & Rao (2009) that examined the direct relationship
between penalties including perceived certainty and perceived severity of penalties on
policy compliance intention. It used 312 employees and found that certainty of detection

was positively significant on policy compliance intention while severity of punishment
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was found to have negative effect on policy compliance intention. The inconsistency
results of deterrence theory in the IS misuse was reviewed by D’Arcy & Herath (2011)
and they proposed that 5 additional factors be considered in future further research
involving deterrence theory in IS misuse. These include self-control, computer self-
efficacy, moral beliefs, degree of work that an employee performs from dispersed
locations e.g. remote work, office work, and employee position. However, a robust

theoretical foundation for their inclusion is not provided.

2.3 APPLICATION TO THE HEALTHCARE CONTEXT

To our knowledge, there is no study that uses deterrence theory to examine
healthcare providers’ IS misuse behavior. This is despite the facts that this theory is a
basic theory for studying misuses and has long been used to study IS misuse in business
and finance organizations. The extended general deterrence model used in this study is
based on that of D’ Arcy et al (2009). In the model, we used healthcare information
security countermeasures as antecedents, perceived certainty and severity of sanctions as

mediators, and medical data misuse as a consequence.

2.3.1 Healthcare Countermeasures

In recent years, the US healthcare industry has undergone revolutionary changes,
driven by advances in IT and legislation. The legislation involved with these changes
includes the Health Maintenance Organizations Act of 1973, the landmark Health
Insurance Portability and Accountability Act (HIPAA) of 1996, Health Information

Technology for Economic and Clinical Health Act (HITECH), in part of the American
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Recoveries and Reinvestment Act of 2009 and HIPAA omnibus rules 2013. As HIPAA
and HITECH are the main legislation emphasizing information security, in this study

only these two acts are reviewed.

HIPAA is a federal law that establishes national standards for protecting the
privacy and security of health information and defines specific rights for individuals with
respect to their health information. HIPAA requires that all covered entities including
healthcare sectors and business associates to ensure implementation of administrative
safeguards in the form of policies, and personnel, physical safeguards to their information
infrastructure, and technical safeguards to monitor and control intra and inter-
organizational information access in their settings. HIPAA requires each institution to
provide training for its employees, volunteers, and others in the organization. The
training is to be completed prior